systems use cyro-cooled detector technology,

which has become a commercially-viable solution

in the last few years because of the development

of related medical imaging technology. The short

stand-off system uses standard silicon technology

thereby significantly reducing the cost of the arrays

relative to presently-available indium-phosphide(]
based detectors and associated low-noise amplil]
fiers. The long stand-off system will leverage the

now-mature and reliable technology developed by

NIST for astronomical research. The third activity

is the development of a pulsed terahertz system

based on optical pulse generation and sampling

techniques.

The Detection, Inspection, and Enforcement Tech!
nologies program is also developing evaluation

standards for advanced human recognition systems

that will allow qualitative performance testing of
recognition products over a wide range of watch-

list and access-control applications.

In the enforcement arena, standards for traffic speed

measuring devices are constantly being updated to

keep pace with the enhancements manufacturers in!J
troduce into their products to improve the ability of

law enforcement officers to catch speed offenders

on our nation’s highways and roads. In addition, a

new standard is being prepared for detection sysl]
tems that capture information of light violations at

traffic-light controlled intersections.

ProJect: NIJ StanpbarRD—-0601.02,
“WALK-THROUGH METAL DETECTORS
FOR UskE IN CoNceEALED WEAPON AND
CoNTRABAND DETECTION”

GoaALs

To continue improving the latest revision of the
Walk-Through Metal Detector (WTMD) perforl]
mance standard, design and implement improve!]
ments to the robot used for WTMD performance
tests, and provide technical assistance in the
establishment of the NIJ Compliance Testing
Program.

CusTtoMER NEEDS

Increasing attention is being given to checkpoint
security, and great confidence is placed in walk[]
through metal detectors to detect items that might
pose a threat to public safety. Routinely, one can
find WTMDs being used to screen correctional
facility populations and their visitors, as well as to
screen people for admission to airport terminals,
courthouses, schools, sports stadiums, amusement

parks, and political events, and this is only a partial

list. It is essential for the WTMD to be adjusted

properly to sense the types of threat objects of in[]
terest, and that it performs this detection function

accurately and reliably. The WTMD performance

standard fills an important void in that it is the only

reference developed specifically for these products

that ties together many important performance

requirements (electrical safety and vulnerability,

electromagnetic compatibility, detection perfor!]
mance, and environmental resistance).

Historically, WTMD manufacturers were not

compelled to design their products to meet a broad

array of performance requirements, but rather only

a subset of requirements to meet basic electrical

safety and perhaps electromagnetic emissions

requirements. In consultation with a group of
industry, users, and government representatives,

OLES developed what has now become the current

version of the NI1J “Walk-Through Metal Detector”

performance standard, NIJ Standard—0601.02. A

formal WTMD Compliance Testing Program based

on this standard was initiated in mid-FY2002 and

completed in FY2003. NIST worked closely with

the National Law Enforcement and Corrections

Technology Center (NLECTC) and a commercial

test laboratory to implement the WTMD Com!]
pliance Testing Program, through which several

models of commercially available WTMDs were

tested. This test program has proven very valul]
able, both in terms of generating data on products

of interest and in terms of pinpointing areas in the

standard that could be improved further. Com!]
ments and suggestions for further improvements

to the standard were, and continue to be, collected

from industry.

Since the first series of tests under the ComplilJ
ance Testing Program, numerous requests have
been made by manufacturers and procurement
authorities to have units tested against the standard.
Presently there are no commercial laboratories
recognized by N1J to do this. This project will start
on the next revision of the standard and provide the
technical support needed to implement an ongoing
Compliance Testing Program.

TECHNICAL STRATEGY

m  Provide technical support to NIJ and the
NLECTC, which will administer the Compliance
Testing Program, for re-establishing the testing
program.

m Revise standard, including the following:
1) revise test procedures; 2) update references



to other standards; and 3) revise performance
requirements.

m  Publish the new test objects document that
includes fabrication details for the test object,
materials of construction, and required test oriJ
entations.

m  Modify the OLES robot. Of special interest
is the addition of hardware to minimize test object
bounce and to improve positional accuracy. Soft!]
ware modifications are also planned to improve the
measurement process.

DELIVERABLES

* Revised standard.

e Separate test objects document.

* Administrative manual for test program.

« Compliance test report form.

ProJect: NIJ StanpbarRD-0602.02,
“HANDHELD METAL DETECTORS FOR
UsE IN CoNcEALED WEAPON AND
CoNTRABAND DETECTION”

GoaALs

To implement the latest revision of the Hand-Held
Metal Detector (HHMD) performance standard,
and provide technical assistance to the NIJ’s Com[]
pliance Testing Program.

CusTtoMER NEEDS

Hand-held metal detectors are often used to
supplement the interrogation provided by walk[]
through metal detectors (WTMDs), especially if
the WTMD gives a positive alarm. The HHMD
allows the security screener to pinpoint areas of
primary concern and to inspect them more closely
to detect items that might pose a threat to public
safety. These devices are found nearly everywhere
that WTMDs are found, and they are often the last
inspection devices used to screen someone; there! |
fore, it is critical that they perform their intended
function accurately and reliably. As is the case
with WTMDs, manufacturers of HHMDs were
not compelled to design their products to meet a
broad array of performance requirements, but this
standard and a coordinated Compliance Testing
Program will fill that void.

In consultation with a group of industry, users, and
government representatives, OLES has developed
a draft revision of the NIJ “Hand-Held Metal De!]
tector” performance standard, which will be NI1J

Standard—0602.03. Both manufacturers and users
have requested establishment of a sustainable test
program through which HHMD performance can
be certified. A formal Compliance Testing Program
based on this standard has not been initiated.

With the new revision of the standard and the

establishment of a Compliance Testing Program,

manufacturers will be able to assess their designs

against the full array of performance requirements,

make adjustments to improve their designs to adl]
dress vulnerabilities that might be exposed during

testing, and allow users of HHMDs to purchase

compliant products with confidence. The stanl]
dard has been used by quality manufacturers as a

developmental aid to achieve improved HHMD

performance.

The current activities of this project are to publish
the draft revision of the N1J standard and to provide
the technical support required to implement an
ongoing Compliance Testing Program.

TECHNICAL STRATEGY

m  Provide technical support to NIJ and NLECTC,

which will administer the Compliance Testing Pro!|
gram. Assist in identification of laboratories that

can conduct the tests in the standard and work

closely with NLECTC to implement the HHMD

Compliance Testing Program.

m  Publish the new test objects document that
includes fabrication details for the test object,
materials of construction, and required test orilJ
entations.

DELIVERABLES

* Revised standard.

* ldentification of laboratories.

e Test objects document.

* Administrative manual for test program.

« Compliance test report form.

PRroJecT: EvALUATION OF BIOMETRIC
REcoGNITION SYSTEMS

GoaALs

To design methods for the evaluation of systems
and technologies that identify humans in imagery
and promote and advance face recognition technol (|
ogy designed to support existing face recognition
efforts in the U.S. Government. Questions to be
addressed include: has face recognition technology
performance improved by an order of magnitude



since the last formal independent evaluation; how
well does it perform based on different image/video
quality levels? Is there correlation with other biolJ
metrics such as iris? This technology will improve
public services and benefit law enforcement and
homeland security applications.

CusTtoMER NEEDS

In prior fiscal years, NIST has been funded to con’
duct data gathering efforts, which have resulted in a
human identification database. Using the database,
NIST has developed the measurement methods
for analyzing performance of facial recognition
systems. The methods have proven sufficiently
generic such that iris recognition systems can be
evaluated in much the same manner. Indeed the
measurement techniques and performance statistics
are applicable to a wide range of biometrics, and
non-human recognition tasks.

This effort is funded by the National Institute of
Justice. Several image databases have been used

for the NIST face tests. First, a NIST-gathered col
lection of volunteer images constitutes a database

of multi-modal, multi-site, and multi-biometric

collection. Second, 6.8M operational images from

the Department of State give very large-scale perl]
formance numbers that are predictive of deployed

performance in visa processing applications. Two

additional databases collected at other government

and academic facilities contain multi-modal images

and video streams that can be used to test correlal
tion between various biometric applications.

This effort will lead to increased efficiency and
accuracy of verification/identification systems;
allow quantitative performance testing of human
recognition technology over a wide range of watch-
list and access-control applications.

This project represents a continuation of the face
and iris recognition evaluation projects that are
anticipated to continue for at least another year.
Emphasis will be on analyzing current evaluation
results, measuring performance on various quality
levels, and conducting correlation testing with other
biometric modalities. An additional emphasis on
performance from high and low quality video is
anticipated.

These independent and unbiased technical evalul]
ations are activities to which NIST is uniquely
qualified. Related activities at NIST include face
recognition technology development, evaluation
of iris recognition, and mandated certification of
government face recognition systems under the
US Patriot Act.

TECHNICAL STRATEGY

NIST will conduct a series of independent, govern!
ment evaluations on face and iris recognition and
analyze the results to measure improved perfor!]
mance accuracy and correlation between biometric
modalities.

NIST will administer the Facial Recognition Veri!
fication Test (FRVT) 2006 and the Iris Challenge

Evaluation (ICE) 2006 independent Government

evaluations and write the final report for the Face

Recognition Grand Challenge (FRGC).

NIST will administer the FRVT 2006 and the ICE
2006 independent Government evaluations, anal|
lyze the results and write the final reports.

DELIVERABLES

¢ A summary report will be written upon the
completion of each biometric evaluation. The final
report on the FRGC is to be completed by the end of
the fourth quarter.

ProJect: Fast CAPTURE
EvALUATION

GoaALs

To evaluate fast capture devices for collecting
rolled-equivalent fingerprints being developed
under grants awarded by NIJ. Questions to be ad[]
dressed include: does the device effectively capture
fingerprints; with what speed; at what resolution,
with what quality; and are the fingerprints captured
compatible with legacy fingerprint systems and
repositories? These devices promise an order of
magnitude decrease in capture time, making it
more efficient to collect rolled fingerprints from
subjects. This technology, if proven, will improve
public services and benefit law enforcement and
homeland security applications.

CusTtoMER NEEDS

Tenprint capture technology today on average
requires (under ideal circumstances) around 3
minutes to process a subject. New fast capture
technologies promise complete tenprint capture
on the order of 10 seconds.

Legacy fingerprints and systems have been del]
signed to process inked fingerprint cards that have
been scanned and live scan fingerprint images. To
date, hundreds of millions of prints have been col]
lected and enrolled into systems such as the FBI
IAFIS and DHS IDENT. The sensor technologies
being applied in this fast capture initiative are
considerably different. These include contactless



sensors and photographic capture of friction skin
detail. Tests are required to determine the quality of
fingerprint images produced by these new devices
and their compatibility with legacy fingerprint
systems and repositories.

This project represents a new activity that is anticil |
pated to go on for at least two years. These NIST

evaluations are commencing at the end of the first

year of NIJ funding to grant awardees, and the

evaluations are expected to continue through at

least the end of a second year of NIJ funding.

These independent and unbiased technical evalu!]
ations are activities to which NIST is uniquely
qualified. Related activities at NIST include
mandated certification of government fingerprint
systems under the US Patriot Act, and mandated
testing and certification for PIV, which include the
development and standardization of a fingerprint
image quality algorithm along with SDK finger!|
print matcher tests.

This effort will lead to increased efficiency and
accuracy; increased latent search ability improving
prosecutions and forensic investigations.

TECHNICAL STRATEGY

NIST will receive prototype devices on loan from
NIJ and conduct a series of investigative tests to
evaluate the fingerprint images produced by these
devices. Factors to be studied include: fingerprint
image quality, fingerprint compatibility, capture
speed, and device usability. It should be noted
that this project will not include any large-scale
data collection.

DELIVERABLES

¢ A summary report will be written and given to NIJ
upon the completion of each device evaluation.
Quarterly reports and an annual report will be
provided

PRrRoJecT: TECHNOLOGIES FOR
TRAFFIC ENFORCEMENT

GoaALs

To develop and maintain performance specifical
tions that assure the accuracy and reliability of
speed-measuring devices and systems used by
law enforcement, and to assist the International
Association of Chiefs of Police (IACP) with admin[]
istering an independent testing program from which
a products list for each type of speed-measuring
device is maintained.

CusTtoMER NEEDS

Police traffic radar devices have been used in this
country to detect speeding motorists since the
1940s. Since then, radar devices have evolved
from clumsy, stationary models into sophistil]
cated, microprocessor-enhanced units capable of
monitoring vehicle speeds in either direction from
moving patrol cars, and into automated across-the(]
road systems that automatically capture images of
speed-offending vehicles. The successful applical
tion of radar technologies to speed enforcement
has spawned interest in the development of laser
technologies, such as lidar devices and photolidar
systems that photographically document speed
violations, as well as an interest in intersection
safety systems that record red light violations.
Against this bewildering array of technically
complex speed-enforcement tools, law enforcel]
ment administrators are forced to make difficult
procurement decisions.

TECHNICAL STRATEGY

Through the development of minimum perforl]
mance standards, and testing programs adminis!]
tered by the IACP, baselines are established for
acceptable device and system performance. This
gives courts and law enforcement officers assurl]
ance that those product models, determined by
test to comply with the specifications, will provide
accurate and defensible information.. To further
this program, it is recommended that equipment
buyers incorporate these performance specificall
tions into their procurement documents, requiring
that units offered for purchase meet or exceed the
requirements of the performance specifications.
This is intended to encourage manufacturers to
produce better devices and systems. Since device
features are constantly evolving, the specifications
are subjected to continuing review.

DELIVERABLES

¢ Maintenance of up-to-date minimum performance
specifications for traffic speed-measuring devices
and systems.

« Development of an intersection safety system
standard.

« Assistance to the IACP with administration of its
device and system Compliance Testing Program.

ProJecT: IMAGING METROLOGY

This general program is directed to the developl]
ment of metrology for a broad range of imaging
technologies used in security, surveillance, and
evidence-gathering applications. Although the



imaging systems may use different sensor tech!]
nologies, such as X-ray, infrared, visible light, and
radio frequency sensors, there are many common
requirements that can be addressed simultaneously.
The common components include, for example,
display quality, human-in-the-loop, the effects
of algorithmic processes, and dissemination of
the measurement capability to qualified testing
laboratories.

GoaALs

To develop a comprehensive imaging system char(
acterization program that will result in test methods,
systems, and metrics to evaluate the performance
of each component in an imaging system, includ/J
ing image acquisition device, encryption/decryp!]
tion and compression/decompression algorithms,
recording devices, display devices, and transmit
and receive devices as necessary for wireless im[J
age transfer; to assess the performance of the entire
video system as defined by the user; and to assess
the efficacy of automatic recognition software.

CusTtoMER NEEDS

Presently there are no quantifiable and reproducible
methods for assessing the imaging performance
of imaging systems used by first responder, law
enforcement, and criminal justice agencies. Users
of this equipment are forced to rely upon manulJ
facturer claims and comparisons. Furthermore,
there is no traceable or reference on which to base
a technical comparison of imaging technology
and/or systems.

TECHNICAL STRATEGY

The list below is in order of increasing wavelength
of the electromagnetic energy used by the imaging
system.

m  X-ray personnel screeners (backscatter and
transmission systems). These are the personnel
screening systems being considered for deployment
at security checkpoints or that have been deployed
for evaluation.

—  Work in collaboration with manufactur!|
ers, users, and other government agencies to
develop minimum requirements for imaging
performance, which will become IEEE/ANSI
Std. N42.47.

m X-ray portable package imagers (pulsed, cw,
and dual energy). These are the portable X-ray
imaging devices use by bomb squads to identify
bombs in leave-behind packages and to plan ap!]
propriate interdiction strategies.

—  Work in collaboration with the Internal]
tional Association of Bomb Technicians and
Investigators (IABTI), bomb squads across the
nation, and manufacturers to develop the secl]
ond revision of the National Institute of Justice
(N1J) Standard, 0603.02, which will address
imaging performance requirements.

—  Develop appropriate transfer standards.

—  Establish laboratory facility for assessing
applicability of imaging requirements and abil [
ity of systems to meet these requirements.

— Develop objective performance metrics
that include the effect of human perception
on imaging performance.

m  Visible, digital video camera. These are the
camera systems that will soon be replacing the
analog video systems used in a plethora of security,
surveillance, and evidentiary applications. The
imaging system may include several components
that are not part of the camera but are important for
the utility of the imaging system for their targeted
purposes. Applications of this work includes police
in-car video, perimeter/site security, and general
surveillance.

—  Develop minimum performance requirel |
ments, in collaboration with manufacturers
and users.

— Develop test methods and standards for
evaluating requirements.

— Develop visible-light complex scene
projector.

o White-light source, pixel-level con!l]
trol of light spectrum and intensity

o Frames rates > 20 fps

—  Develop reference test bed from which to
accredit third-party labs.

m Infrared (IR) digital cameras. These are the
camera systems that will be replacing and have
replaced analog cameras in security, surveillance,
and emergency response applications. Applications
that will be addressed include the cameras used by
firefighters to find downed people inside of collaps!|
ing and burning structures and to assess conditions
within burning structures. The firefighter cameras
have unique requirements relative to conventional
IR cameras in that they are exposed to high tem!]
peratures, a small temperature differential between
target object and background, and the requirement
for automatic control of certain functions. The
unique requirements will also be addressed.



